
Abstract:  Cloud computing is a paradigm that enables 
access to a shared pool of computing resources for cloud 
users in an on-demand and pay-per-use, fashion. Despite 
the existence of such merits, there are Security issues 
such as data integrity, users’ confidentiality, and service 
availability because of its open and distributed architecture 
that place restrictions on the usage of cloud computing. A 
preventive approach is to identify such issues and eliminate 
before it can cause the serious impact to the cloud users. 
Intrusion Detection System (IDS) is the most commonly 
used mechanism to detect attacks on cloud. In this paper 
snort IDS method is used in cloud environment to detect 
intrusions. Next step is enforcing snort intrusion detection 
system in cloud environment and new policies within the 
snort to improving the extent of security within the cloud 
environment and studying the snort log report, to see that it 
nicely alert the message in log record. So that administrator 
can take similarly protection selections associated with 
attacks.
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I. Introduction

Cloud environment objectives to offer framework which 
provides computing sources like network, storage, resources, 
which may be easily accessed and released with minimum 
management effort or without provider’s interactions [3]. Cloud 
properties are changing the enterprise computing version, 
uses third party data centers, and access it over the internet 
and controlled with the aid of cloud web hosting providers [17].

Cloud offers its services to customers through the net, in 
distinct approaches: SaaS (Software as a service) it permits 
users to execute issuer’s programs, PaaS (Platform as a service) 
it provides the consumer to set up user-developed programs in 

cloud and the issuer helps the APIs, languages, and equipment 
used for developing application, and IaaS (Infrastructure 
as a service) in which person has manage over entire virtual 
machines. IaaS layer presents the bottom of remaining layers 
SaaS and Paas through permitting control and manages the 
communication with the cloud environment. However, for 
security purpose, the IaaS is bottom layer if the IaaS layer is 
at risk of an attack, it directly affect the above all the layers 
PaaS and SaaS because of their reliance upon the IaaS layer. 
Many security problems rise up due to the transition to the 
cloud infrastructure [4] [17]. From that the concept of (IDS) 
Intrusion Detection Techniques comes to play. Regardless 
the vital evolution of the data protection technology recently, 
intrusions retain to defeat present intrusion detection systems 
in cloud environments. The structure of the cloud is open and 
completely dispensed, making it an easy goal for attackers. So 
the safety of cloud surroundings is at threat where conventional 
network intrusions in addition to cloud-based attacks threaten 
the customers. 

Intrusion is defined as try that compromise the three network 
basics Confidentiality, Integrity and Availability (CIA) that 
compromise the security mechanism of any system [12]. 
Intrusions can be brought on by means of Hackers looking 
to get right of entry to the cloud assets through the net, valid 
customers trying to achieve privileges no longer given to them 
officially, and authorized customers who misuse their privileges 
to get entry to resources. Detection of intrusion is the method of 
identifying the unauthorized activities in a machine or network 
that try to analyze for symptoms of different attacks [7]. 
IDS may be a hardware, software or combination of both for 
automating the process of Intrusion Detection System. It finds 
records for the particular device or network and generate alert 
to the administrator via mail or log system. But the generated 
alarm or indicators are not always applicable to original attacks 
because of false positives and false negatives that have major 
effect on the overall performance of IDS [14].

Most of the attacks that affect the network security of cloud are 
as described: attacks on hypervisor, IP spoofing, DNS poisoning, 
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port scanning, Denial of Services (DoS), distributed denial of 
services [2]. There are conventional security model also such as 
firewall which are better to defend against outsider attacks. But 
there are many complex attacks which are generated by insider 
they are not easily detected successfully using such kind of 
mechanisms. In this kind of scenario IDS come into play. And 
it is very vital in the cloud infrastructure to provide extra layer 
of protection and also for detecting the best recognized attacks, 
but still it is not able to detect zero-day attack.

There are specifically two kinds of intrusion detection systems 
(IDS): Misuse (signature) based and Anomaly based. A misuse 
based machine is designed to discover the already recognized 
attacks through the use of signature policies described through 
device directors and/or safety professionals. The device desires 
to replace the database of the signatures if a new type of attacks 
is mentioned. Consequently, the misuse based system can locate 
the recognized attacks with excessive accuracy. However, the 
device cannot be useful in opposition to unknown assaults 
inclusive of zero-day attacks. An anomaly-based device 
assessments the network behavior and classifies it as regular or 
unusual. This system can locate each recognized and unknown 
attacks by the usage of statistical-based, knowledge-based, 
or machine learning based techniques [10]. The primary task 
within the anomaly based structures is a way to get excessive 
accuracy with the low fake positive rate.

The rest of the paper is organized as follows: Segment II of 
this paper describes literature review. Segment III discusses 
about different attacks on cloud. Segment IV explain basics 
about snort as IDS. Segment V discusses proposed model of 
this paper. Segment VI discusses the snort installation in cloud. 
Conclusion and future work are drawn in Segment VII.

II. Related Works

Based on data Mining strategies Distributed IDS for cloud 
architecture is given in the paper. The proposed architecture 
is designed to be arranging within the side network additives 
of the cloud environment. This permits intercepting incoming 
network site visitors to the threshold network routers [1]. In 
this paper, numerous intrusions that have an effect on CIA of 
the cloud is defined. Then we have comprehensively explained 
exclusive forms of IDS inside the cloud structure. A detailed 
description of numerous intrusion detection strategies is 
likewise furnished [2]. We suggest a completely unique safety 
scheme “distributed IDS with the use of mobile marketers in 
Cloud Computing” to locate the allotted intrusions in cloud [3]. 
Primarily based upon the current IDS systems, we’ve depreciate 
our studies to cloud-based IDSs that use mobile retailers for 
detection of disbursed intrusions in cloud. So, we’ve enlarged 
our literature survey to discover the IDS advanced for cloud the 
usage of mobile retailers [3] [5]. In cloud computing, a survey 
is executed on the security problems and assaults on cloud. The 
primary safety issue in cloud is attacks on virtualization and 
VMs assaults like VM escape, VM isolation, VM migration 
and lots of others is given in [5]. The proposed model in [6] 

is used to identify the dispensed intrusions with the use of 
mobile dealers however; this explanation isn’t always focused 
for cloud computing architecture. Furthermore, it’s far at risk 
of single factor of failure attack that is fundamental weak 
point from cloud angle. In this paper, a shared techniques to 
discover DDoS attacks through threshold computation is used 
by authors, but the system is solely signature based and cannot 
discover new attacks [9].

III. Attacks on Cloud

Any threat that compromise the security of cloud in terms of 
CIA and have major effect on cloud infrastructure is described 
as below:

A. Denial of Service (DoS) Attack

The attacker may send large number of requests to disable the 
services which are provided to the cloud users and get access to 
the virtual machines of cloud environment is referred as denial 
of service (DoS) attack [11].

B. VMM (Virtual Machine Monitor) Attack

An attacker may also efficiently manage the virtual machines via 
compromising the hypervisor. The target of an attacker can be 
getting access of VMs or Hypervisor through exploiting 0-day 
vulnerability prior to the cloud service providers knowledge 
[1]. The main focus of exploiting zero day vulnerability is to 
harm the different attack that are totally based on virtual server.

C. Port Scanning

Using port scanning attackers try to get knowledge of the status 
of ports either it is open, closed or filtered. And then using open 
ports exploit the particular attack. Different kind of scanning 
techniques are used for port scanning ACK scanning, SYN 
scanning, NULL scanning, TCP scanning, UDP scanning and 
so on [4]. Attackers try these different techniques and find open 
ports based on that they exploit the attack and compromise the 
Confidentiality and Integrity.

D. Backdoor Channel Attack

After compromising the user’s data confidentiality attacker can 
get access remotely to the infected devices via exploiting passive 
threats. Attacker can use backdoor channels to manipulate 
user’s sources and put it to use as zombie to release DDoS 
attack. This attack objectives the availability and confidentiality 
of cloud customers.

E. User to Root Attack

Password sniffing is used to get access to actual customer’s 
account by attacker to achieve root privileges to a device 
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through exploiting vulnerabilities, using buffer overflow root 
shell is created through remotely [1] [4]. Using this attacker 
compromise the user’s integrity and get access to the VMs or 
achieves the root privileges of host.

IV. Snort as IDS

Snort is easily available free open source tool which is 
particularly used for network intrusion detection system (IDS) 
and intrusion prevention system (IPS) [13]. It may examine 
actual-time traffic evaluation and information drift in network. 
It can discover specific kind of intrusions. It tests packet 
towards rules prepared by user. We can write rules and policy in 
any languages in snort [15]. Policies will be without difficulty 
examine and alter. If signature matches with database or rules 
then attack easily identified but if new signature of attack 
comes at that time it fails [20]. To overcome this problem, snort 
has capability to analyze the real time network traffic [3]. After 
this if any packet comes in system snort identify behavior of the 
packet and decide where its attack or not.

A. Snort Architecture

A Packet Sniffer: Packet capture by this module and displayed 
on monitor.

Packet Decoder: From network interfaces it collects packet 
after that it send all packets to preprocess and then send it to the 
detection engine.

Preprocessors: This module integrated in snort for two reason 
one for modify packet and second based on our requirement 
set up packet strings. After packet string is modify and IDS 
will discover packet string [6]. Apart from this, preprocessor 
do defragmentation of packet. Sometime attacker divide their 
attacks into multiple packets at that time defragmentation able 
to identify attack.

The Detection Engine: Purpose of detection engine is to identify 
attack signature which is mentioned in snort rules. Snort rule 
policy should be updated regularly to identify new attacks. 
When detection engine identify attack it drop that packet. To do 
this processing it will take some time, which we call response 
time of snort system.

Packet Logger: This module record content in text format and 
save packet details on disk. If detection engine generates any 
alert for any attack than this module log this on report file [15] 
[16].

B. Output Modules

After logging and alert system of snort, simple output require 
by user. In this module user of the system will get simple output 
for example easy format and presentation of attack name and 
its indicators. This module gives user friendly output of system.
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Snort has a rule set having signature of known attacks. The 
incoming packet flow will be matched against set of defined 
rule, if it matches then alert will be generated [8]. The proposed 
algorithm is described here.

Step 1: Let S be the set of known attacks which is mentioned in 
signature database. Where S={S1, S2, ..., Sn}.

Step 2: Node Ni is the distributed modules of cloud environment. 
The snort engine will monitor these each node Ni.

Based on the above description the algorithm will work as 
following:
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VII. Conclusion

In this paper we proposed a Network Intrusion Detection 
System (NIDS) to protect cloud network. The properties of 
network traffic that makes it to feasible to exploit the attack 
and gathering information from the user network. This paper 
proposed system architecture that make sure Confidentiality, 
Integrity and Availability. Snort is used to enhance the 
performance of Intrusion detection. In this paper snort IDS 
method is used in cloud environment to detect intrusions. Next 
step is enforcing snort intrusion detection system in cloud 
environment and new policies within the snort to improving the 
extent of security within the cloud environment and studying 
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the snort log report, to see that it nicely alert the message in 
log record. So that administrator can take similarly protection 
selections associated with attacks.
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