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Abstract: Very popular MANET works with some
functions like data exchange, communication management
and routing etc. based on the cooperation. Assess the
trustworthiness of the nodes became important since
trust is the pillar for cooperation. For secure routing,
an efficient trust management mechanism should be
implemented in such a way that it could not change the
basic nature of network. Mobility, battery limitation and
the computational complexities make the trust evaluation a
challenging task. To manage the energy during inside attack
this paper proposes a trust based energy efficient routing
approach, as the extension of our previous work [10] by
including various dimensions of trust such as initial trust,
behavioral and recommended trust. Most favourite Ad-hoc
On-demand Distance Vector (AODV) Routing protocol is
used as a representative in the proposed framework. In this
paper, a multidimensional trust evaluation security solution
is proposed to make minimal changes to the functioning
of AODV and achieved an increased level of security and
reliability.
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I. INTRODUCTION

A major challenge in MANETS is to ensure secured routing
process. Previously cryptography based schemes are used
to protect routing information which is not feasible for real
MANETs due to high mobility, heavy computational overhead
and malicious node detection where nodes frequently joining
and leaving the networks [2]. Power consumption is also a
crucial aspect to increase the lifetime of nodes in MANETSs.
The paper presents energy-efficient and secure routing model
in which the most important task is to establish trust between
nodes who are neighbors and making a routing path. In
this proposal an extra data structure “Trust Table” is used to
check trustworthiness of nodes. The table maintains the entry
of multiple dimensions of trust; Initial trust, direct trust and

recommended trust. The initial trust value is found from the
overall royalty in terms of battery and distance of the nodes,
behavioral trust is obtained using previous direct interactions
between the evaluating and evaluated WN, and the recommend
trust value is asked from the recommending nodes based on
its behavior in a network as perceived by evaluating nodes in
the network. Final trust value is used to forward the packet by
maintaining a trust value for each neighbour node to choose the
optimized path between two nodes.

The rest of the paper is arranged as follows: Section II presents
all related work on trust based routing protocols for MANETSs.
Section IIT describes the aim and objective of proposed work
and Section IV describes the multidimensional trust based
routing protocols for MANETs. NS2 simulator is used to
highlight the benefits of multidimensional trust based AODV
and at last Section VI concludes the paper.

II. LITERATURE SURVEY

All previous work was based on the assumption that all nodes in
the network are trustworthy and cooperative during the routing
process. This assumption open the door for vulnerability [1] in
the routing protocols. As explained earlier, the nodes are not
so powerful in terms of resources and infrastructure. These
constraints restrict the use of cryptographic algorithms. Because
cryptosystems need to be executed with high processing, storage
and power consumption. Although crypto based schemes are
proposed to protect routing information from being tinkered
by the adversary, such an approach may not be practical for
real MANETs. Jared Cordasco ef al. [2] presented comparison
between Cryptographic and Trust-based Methods for MANET
Routing Security. In [3] [4] [23], several potential problems
including node compromise, computational overload attacks
and energy consumption attacks were presented. Some work
was contributed on “lightweight” security mechanisms using
trust by [11, 12, 13, 14, 15, 22], They provide general ideas for
trust evaluation in networks by applying different approaches.
Wang and Varadharajan [21] present a trust evaluating approach
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to unfamiliar peers which calculates the probability of achieving
a successful transaction according to the feed backs given by
other nodes. The simplest form of computing reputation scores
is simply to sum the number of positive ratings and negative
ratings separately, and to keep a total score as the positive
score minus the negative score. Some researchers Pirzada and
McDonald [19] proposed a trust model to establish trust in pure
MANETs. The trust computation is based on monitoring data
delivery in the network. Yan, Zhang and Virtanen [18] proposed
a trust model for secure routing evaluation in MANET. The
authors defined a large trust evaluation matrix based on statistic
data collected during the network communication. Virendra,
et al. [9, 12] proposed a pair-wise trust evaluation scheme
in MANETs. In [20] Arvind Sharma and Dr. Neeraj Kumar.
propose a new way to compute trust relationship to identifying
malicious nodes in MANETSs. Trust based mechanism includes
the notion of friends, acquaintances and strangers. These
algorithms/protocols are not suitable for MANET having
limited resources like battery power, storage capacity and
processing capacity. Xia et al. [13] proposed A light-weight
trust-enhanced routing protocol (TeAOMDYV) to get two-way
trusted route by general monitoring information to get the trust
value.

[11. MOTIVATION AND OBJECTIVE OF PROPOSED WORK

We identified some work by Yan, Zhang and Virtanen [18] in the
literature moving in multi criteria trust evaluation. Additionally,
we found that energy is also an important component for the
overall performance of the network. As a part of the literature
survey, we observe that integration of different dimension of
trust in the composition of a trust metric would improve the
performance of a trust-based scheme. Considering all these fact
into the account we modify our previous trust-based routing
scheme [22]. In our previous work, we proposed trust based
security model to identify misbehavior of the node by comparing
the value threshold, However, this model was based single trust
evaluation dimension to quantify and predict reliability among
nodes. This single measure is not enough satisfactory in case
of selfish behavior, malicious intent, limited resources and
physical failures of dynamic MANETSs. In addition, we suggest
modifications in the route discovery, trust update and trust
recommendation procedures.

IV. ProPoSED WORK

Trust Evaluation and management consider three major
components knowledge about current resources, experience
with that particular and the recommended value obtained
from others. The paper moved forward by considering these
component as Fig. 1, where each dimension has its defined
metrics.
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Fig. 1: Various Dimensions of Trust to Achieve Secure Routing

The trust grading scheme recorded the nodes’ level of
trustworthiness using three sub modules. As shown in Fig. 2,
nodes are distributed in given area, each node runs with an
energy observer, honesty calculator in terms of success full
packet delivered, distance estimator. All nodes are associated
with trust supervisor. Energy observer will calculate remaining
energy of neighbour nodes, Distance watcher will maintain
distance between nodes. Trust table will keep entries of trust
level for neighbouring nodes to forward the packet.
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Fig. 2: System Model

In trust based scheme, each node needs to record trust value
of its neighbor nodes in a special data structure called “Trust
Table” having multiple behavior attributes.

Trust Management Model: (Trust Calculation of Neighbour):
The total trust value is computed based on the multiple attributes
associated with direct, Behavioral and Recommended Trusts.
Direct trust is based on the current battery power, distance and
computing power. Behavioral value is attained from immediate
one hope nodes reflected regularly in the trust database. The
updated trust value is forwarded to all other nodes. Now either
these three components individually or a combination of them
can be used in computing the trust. Some nodes may or may
not already know each other before they join the network.
Besides the direct interaction experience in the network, the
pre-shared knowledge, if any, is also quite important for a node
to implement trust evaluation and should be taken into account
in a trust model.

Total Trust: The total trust is computed from IT, BT and RT.
The total trust will be useful in upgrading or degrading the trust
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value. Proposed scheme consist of the following sub modules:
e Initial Trust Computation
e Behavioral Trust Computation
e Recommended Trust Manager
i) Initial Trust Computation: For calculating initial trust value
three factors will be considered that are Battery percentage

and distance. Hence initial trust can be calculated based upon
aggregation of these factors.

Algorithm for Initial Trust Computation for the Neighbors

1. Request Battery Percentage:

To send a message of k-bit with a distance of d, energy
consumption can be calculated by Et = Ee(k, d) + Ea(k, d).

> Start

If Et is higher than a threshold

Then

T=Th, (high trust value)

Else

If Et is lower than a threshold

Then

T=Th, (low trust value)

Hence trust value is proportional to Battery percentage.

2. Compute the Distance:
This component will keep track of distance between nodes.
» Start

If D between evaluated node and subject node is less than a
threshold

Then

T=Th, (high trust value)

Else

if distance between subject node and evaluated node is high,
Then

T=TI, (low trust value)

Hence trust value is inversely proportional to distance between
nodes.

Send T values from step 1 and 2 for getting Initial trust value.

Finally the aggregated value will go to Trust Calculation
Module.

ii) Behavioral Trust Computation: The behavior trust is
retrieved by direct association and experience of one node to
another node. The constant for calculating behavior trust can
be mentioned by Honest delivery ratio and History interaction
count.

Algorithm

1. Honest Delivery Ratio:

If HDR is higher than a threshold

Then

T=Th, (high trust value)

Else

If HDR is lower than a threshold

Then

T=Th, (low trust value)

Hence trust value is proportional to HDR.

2. Compute History Interaction Count:
» Start

IfHIC between evaluated node and subject node is very frequent
Then

T=Th, (high trust value)

Else

if HIC between subject node and evaluated node is less,

Then

T=TI, (low trust value)

Hence trust value is inversely proportional to distance between
nodes.

Honest delivery ratio
Send T values from step 1 and 2 for getting behavioral trust.

Finally the aggregated value will go to Trust Calculation
Module for processing.

iii) Manager: The Recommendation Trust RT is obtained from
the common neighbors of any two neighboring nodes. All the
common neighbors will share their trust value or judgment
about a specific node to compute the RT as shown in the Fig. 3.

H Direct experience Information

= — — Collection of Indirect information about node
It from its neighbourng nodes

Fig. 3: Recommended Trust Computation
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Algorithm

For all Recommendation Request Do.
2. Request to all one hope neighbours.

3. Disseminate Recommendation replies Rm, where Rm is
Recommendation sent by node m.

4. Constructthe Recommendationlist L={R1,R2,R3,....Rn}.

5. Send L to the Indirect Trust Calculation Module for
processing.

Receive the Recommendation Trust value.
7. Compute the final RT by adding all received values.

V. RESuLT AND COMPARISON

In this paper ns2 is used to perform simulations. Parameter
are given in Table I, total area size of 1000x1000m2 with 70
randomly distributed nodes in the MANET’S. The simulation
work for 100s time.

TABLE I: PARAMETERS

Parameter Value
Simulator NS-2
No of Nodes 150-200
Mobility 60m/s
Pause Time 2sec
Pkt size 512 bytes
Pkt Rate 4pkt/sec
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Fig. 4: Malicious Node Detected in Both the Routing
Algorithms

Based on the trust based routing, the algo can obtain better
results than adhoc on demand routing protocol which is shown
in Fig. 4 and 5. In MD trust based approach packet drop ratio
will be reduced and packet delivery ratio will be increased as in
the below Table II.
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Fig. 5: No of Packet Drop in Both the Routing Algorithms

TABLE II: CompARISON BETWEEN AODV AND PROPOSED
MULTIDIMENSIONAL TRUST BASED AODV

Parameters AODV MDT AODV
Routing Reactive Reactive
Throughput Low High
Energy overhead High Low
PDR Low High
Security low High

VI. CoNCLUSION

A multi attribute based trust evaluation framework is proposed
as an extension of simple AODV to select the most secure
route to manage the characteristics of MANET. The presented
work included various dimensions of trust such as direct
trust, behavioral and recommendation trust with the intention
to fill the gap of dishonest recommendation for neighbours
and energy efficiency which was not yet covered. We took
a simulation scenario with different parameters and applied
direct, indirect and TP, the cumulative values can be obtained
to choose a next node. Proposed scheme is Attack-tolerant,
Cooperative, Flexible, Lightweight and Scalable as well as
Compatible to the rapidly growing network size. In this model
no need of authentication mechanism. There is low possibility
of false recommendation attack. It also requires less battery
consumption.
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