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Abstract: Today’s mobile devices come incorporated with
biometric security features. In this paper, we explain about
how to use this feature to develop a web login authentication
mobile application. Our application uses Redmi Xiaomi note
3 fingerprint recognition feature to login to the application
and only using this interface we can carry on any online
transactions. On the web side, we enable the user to login and
thus proceed with the transaction. The user has to enter a
valid OTP send to his phone within a limited time frame. On
the successful completion of that, a QR code will be generated
which is encrypted with the registered IMEI and the OTP
generated. When all these three authentication procedures
fall into place, a transaction proceeds to fulfillment. As the
production of mobile devices with fingerprint recognition
continues to increase, biometric authentication apps, like
the one introduced here, will become a prevalent security
measure.

Keywords:
transactions

Index Terms-biometric, fingerprint, online

I. INTRODUCTION

Mobile devices have paved their way right into the routine of
human life. As they have a significant role in the daily life, users
access their social networks, bank accounts and many other
websites via these devices. With the increasing use of mobile
devices, security problems also arise. The followed way of
authentication is by providing a security password, username
etc. This method of authentication is vulnerable, as anyone
having our personal details can easily carry out actions in our
name. Mobile hardware manufacturers, operating system and
application developers take a variety of security measures due to
the personal, private and/or sensitive nature of the information
stored in mobile devices. Biometric authentication is now the
emerging trend. The fingerprint login feature is becoming
increasingly popular as it provides high level of security in a
very user friendly manner.

In this paper, we come up with an application developed using
the fingerprint security feature of Redmi Xiaomi note 3. We
will discuss the importance of fingerprint security applications
and the development stages of our fingerprint web login
authentication program.

A. Biometric Security in Net Banking

Biometrics is the way of authenticating based on the
physiological or chemical traits of a person. These traits will
be unique for each individual. As they can never be stolen or
replicated, they prevent dictionary attacks (It is a way of trying
hundreds and sometimes even millions of combinations as in
a dictionary so as to find the correct one), phishing attacks
(fraudulent acts that try to acquire our personal information
by gaining faith in us) etc. While making online payments or
transferring money from one account to another, the online
bankers are always concerned about the hackers and anti-social
elements. The followed way of authentication is vulnerable,
as anyone having our personal details can easily carry out
actions in our name. Mobile hardware manufacturers, operating
system and application developers take a variety of security
measures due to the personal, private and/or sensitive nature
of the information stored in mobile devices. Considering
all the advantages of biometric recognition, mobile device
manufacturers have started to include different biometric sensors
on mobile devices. The fingerprint authentication feature is used
here as it has a high accuracy and is the front-runner for mass-
market biometric-ID systems. Goode Intelligence predicts that
3.4 billion users will use biometric systems on their mobile
devices by 2018 [4].

II. THE DEVELOPED SYSTEM

With the increase of mobile devices that accommodate the
fingerprint recognition feature, it is possible to use this feature
for security. Many security measures have been adopted in the
areas of e-governance, e-banking and e-learning for verifying
the user identity.

The proposed system enhances the current authentication
system in e-banking by adding two additional layers of security,
specifically a biometric scan and IMEI verification. Proposed
system uses finger print feature for authentication of the user.
Our Android based Web Login Authentication application has
been developed to use the mobile biometric feature.

A. Operation of the Application

The application is divided among two phases, the web phase
and the android application phase.
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The user has to register with the bank his IMEI, phone number
and the basic information at the time of the account creation.

The operation of Web Side is as follows:

1)

2)

3)

The login page of the banking site will be asking the
username and password form the user. The user can also
update the password, provided he should know the IMEI
of the device. We use the IMEI for security purpose else
any intruder knowing the username and password can
update the user account. From the login page, the user is
directed to the payment page.

The payment asks for the payee details and the amount to
be transferred. If the amount exceeds the account balance,
the transaction fails.

After providing the correct details, a 4 digit OTP is send
to phone. The 2 digits of OTP will be any combination of
0-9 and A-B and the next 2 digits will be a combination
of current timestamp and User ID. If the OTP entered
matches with the one send to the registered number, a QR
code will be generated.

This QR code is encoded with IMEI registered and the
OTP generated, using the Message Digest 5(MDS5)
algorithm. This QR code has to be scanned within the
time limit using our android application. When the IMEI
matches, the transfer proceeds to success.

The user has to register with the bank his IMEI, phone number
and the basic information at the time of the account creation.

Fig. 1: Login in using Username and Password
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Fig. 2: Entering the Transaction Details

Fig. 3: OTP generated and Send to User’s Phone
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Fig. 4: QR Code Generated when OTP is Matched

The operation of the Android Application is as follows:

1)

2)

Initially, the user is presented with the screen shown in
Figure 1, here the user will be asked to login with any of
the registered fingerprint in the device. If the fingerprint
is not registered, the user can do the same by getting
into the device settings (Android devices support up to 5
fingerprints). After the successful authentication, the user
is directed to the next interface.

In second interface, we use a cam scanner to scan the
QR code generated at the web side. The QR code will be
having the IMEI number of the registered device. During
the scanning process, the device compares the IMEI
number of the device with the one in the QR code.

After the successful completion of authentication process,
the verified user will be allowed to proceed with the banking
transaction.

SAFE TRANSFER

SAFE TRANSFER

MEI MATCHEDD

Fig. 5: Android Side Working
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B. Main Components

Before discussing about the components of the application,
we will talk about the phone used. We use a Xiaomi Redmi
Note3. It has inbuilt fingerprint recognition feature and it
allows third party application developers to create applications
using the fingerprint sensor API. The user application runs on
the device and it needs to be authenticated with any one among
the five registered fingerprints in the phone. We will have the
IMEI number of the phone registered into the database along
with the customer details. The user can only use the registered
device for a transaction. Up to four different fingerprints can
be registered on the phone. The owner has to verify each time
a new fingerprint is added. Thus even if the intruder passes
all other steps on the web side, he won’t be able to access the
phone without a proper fingerprint match.

After the user provides all the details about the transaction, an
OTP will be generated, which is based on a shuffle method.
Two of the characters will be the timestamp and the other two
will be any combinations of alphanumeric characters.

The OTP will be send to the registered device and it will have a
lifespan of 3minutes. The user has to enter the valid OTP within
the time frame else the entire transaction will come to fail. If the
user manages to enter the correct OTP, a Quick Response code
will be generated which is encoded with the IMEI number of
the registered device and the OTP.

And now comes the android part. The user opens the application
using any one of the registered fingerprint and then the user will
be treated by the scanning interface. The QR code generated
at the web side is scanned and the IMEI is verified across
the current device’s IMEI and if found the same, the user is
notified and the transaction comes to a successful end. QR code
scanning is also having a time frame.
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Fig. 6: Components of the Application

II1. CoNCLUSION

Internet banking now a days tend to be exposed to different
types of security threats. With the growth of e-banking, new
forms of security risks arise.

Today most of the mobile devices come with the biometric
authentication feature. Here, we use this authentication
mechanism for improving the security of web based application
and can thus ensure the user, a well-protected online transaction.

In this paper, an innovative system is implemented which uses
OTP, IMEI and finger print verification for authentication. Thus
user authentication as well as device authentication is achieved.
So security is not compromised by fraudulent calls and other
kinds of phishing attacks. The developed system is capable to
overcome different forms of phishing attacks including vishing.
Limitation is that it requires both desktop/laptop and a mobile
device with finger print sensors and camera for a transaction to
get accomplished.
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