
Abstract

A masquerader is an attacker who gains access to a 
legitimate user’s credentials and pretends to be that 
user so as to evade detection. Several statistical 
techniques have been applied to the masquerade 
detection problem, including hidden Markov models 
(HMM) and one class na¨ıve Bayes (OCNB). In addition, 
Kullback-Leibler (KL) divergence has been used in 
an effort to improve detection rates. In this paper, we 
analyze masquerade detection techniques that employ 
HMMs, OCNB, and KL divergence. Detailed statistical 
analysis is provided to compare the effectiveness of 
these various approaches.
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1.  Introduction

An intruder is an attacker who gains unauthorized access 
to a system. A masquerader is an intruder who carries out 
some malicious activity and attempts to avoid detection 
by pretending to be a legitimate user [24]. A masquerade 
detection system is an intrusion detection system that is 
specifically designed to detect such an intruder.

The research presented here represents an anomaly-
based approach to masquerade detection. Specifically, 
we analyze UNIX commands for anomalous behavior. 
There is a vast amount of prior research on this particular 

problem; representative examples include [6], [8], [9], 
[10], [12], [17], [19], [24], [26], [27]. The survey paper 
[2] lists more than 40 relevant publications that appeared 
prior to 2009.

In this research, we use hidden Markov model (HMM) 
analysis, which can be viewed as a machine learning 
technique [27]. We train an HMM on each legitimate 
user’s UNIX commands. These models are  then used to 
determine the likelihood that a given set of commands is 
from the specified user or not. Prior research has shown 
that HMMs can be an effective technique for masquerade 
detection [10].

We also consider one class na¨ıve Bayes (OCNB). In 
OCNB, elementary statistical analysis is applied to a 
user’s input data as a means to detect masqueraders. As 
with HMMs, OCNB has been successfully applied to the 
masquerade detection problem [10], [24].

Kullback-Leibler (KL) divergence is a statistical  method 
that can be used to separate data from different  distributions 
[11]. This technique has previously been studied in the 
context of masquerade detection based on OCNB [24]. 
From this previous work, it appears that KL divergence 
is a useful tool for improving detection rates. We have 
implemented and tested HMM-based and OCNB-based 
masquerade detection techniques. The contribution of 
this paper is a rigorous analysis of the effectiveness of KL 
divergence on detection rates for these two approaches. 
We show that using HMMs and KL divergence offers 
a significant improvement over the  results obtained in 
previous research, where OCNB and KL divergence were 
used.
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Section II introduces intrusion detection and the 
performance measures used in this project. Section III 
discusses relevant background information on HMMs, 
OCNB, and KL divergence. Section IV contains various 
test results. Finally, Section V concludes the paper and 
provides some possible directions for future work.

2. Background

In this section, we provide brief introductions to several 
relevant background topics. Specifically, we provide a 
brief introduction to intrusion detection before we turn 
our attention to the dataset used in this research and our 
performance measure.

2.1.  Intrusion Detection

An intrusion is said to occur when an attacker gains access 
to a system. The goal of an intrusion detection system 
(IDS) is to identify whether current activity is legitimate 
or part of attack. IDS research has employed hidden 
Markov models [6], [8], [10], [27], one class na¨ıve Bayes 
[10], [19], [24], [26], and support vector machines [9], 
among many, many other techniques. In broad terms, we 
can classify an IDS as signature-based or anomaly-based 
[23].

An attack signature is a fixed pattern that represents a 
known attack [23]. Signature-based intrusion detection is 
relatively simple, efficient, and effective against attacks 
that have been previously observed and analyzed. The 
weakness of such an approach is that the attack must be 
known in advance and a useful signature must have been 
extracted. Consequently, previously unknown attacks are 
unlikely to be detected.

A anomaly-based IDS relies on the assumption that there 
will be a measurable difference between attacks and 
legitimate use [14]. An anomaly-based IDS operates  in 
two phases, training and detection [7]. In masquerade 
detection, the goal of the training phase is to determine 
a model that fits a given user’s behavior. Then during the 
detection phase, we use the model to detect significant 
deviations from the user’s expected behavior.

Unlike signature-based systems, anomaly-based systems 
have the potential to detect previously unknown attacks. 
However, the false positive rate of an anomaly based 
system is likely to be much higher than a signature based 

system, and the training phase may be complex and costly 
[7].

2.2. Schonlau Dataset

The Schonlau dataset [18] consists of truncated user 
issued UNIX commands. The data file contain 15.000 
UNIX commands for each of 50 users, where each user’s  
data is composed of 150 blocks of 100-commands each. 
For each user, the first 50 blocks (i.e., 5000 commands) 
are training data, while the remaining 100 blocks (i.e.,  
10.000 commands) are the test set. The training set 
consists entirely of commands generated by the specified 
user, while some blocks in the test set are user commands 
and other blocks are “attack” commands—the attacks are 
simply blocks that have been selected from other user 
profiles.

The dataset also includes a map file, in the form of a 0-1 
matrix of size 100 ¥ 50, which indicates which of the test 
blocks are attacks and which are not. In this matrix, a 0 
represents that the corresponding user test block is attack-
free while a 1 represents that the block contains  attack 
data. The attack-free blocks (i.e., the blocks that belong to 
the specified user) are referred to as “self”  blocks and the 
attack blocks are “non-self” blocks [24].

2.3. Performance Measures

Any attempt at detection can yield one of four results. If 
the data is an attack and it is identified as such, we have a 
true positive. If the data is not an attack but it is identified 
as an attack, then a false positive has occurred. If an 
attack is not identified as such, we have a false negative, 
and, finally, if legitimate (attack-free) data is  identified as 
legitimate, it is a true negative. These four outcomes are 
illustrated in the form of a confusion matrix in Figure 1.
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Performance measures such as the true positive rate
(TPR), false positive rate (FPR), and accuracy can be
used to determine the effectiveness of a detection system.
These measures are computed as

TPR =
TP

TP + FN

FPR =
FP

FP + TN

Accuracy =
TP + TN

TP + FN + FP + TN
(1)

Receiver operating characteristic (ROC) curves pro-
vide us with a means for comparing the effectiveness
of detection strategies. For the research presented here,
ROC curves are obtained by plotting the FPR on the x-
axis versus the TPR on the y-axis, where the threshold
is varied over the range of scores [4]. Once the ROC
plots are obtained, we can then compute the area under
the ROC curve (AUC). Ideal detection will result in an
AUC of 1, while classification based on coin flipping will
yield an AUC of approximately 0.5. The AUC is useful,
since it provides a single, meaningful number that we can
use to compare the performance of different detection
strategies [3].
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range of scores [4]. Once the ROC plots are obtained, 
we can then compute the area under the ROC curve 
(AUC). Ideal detection will result in an AUC of 1, while 
classification based on coin flipping will yield an AUC of 
approximately 0.5. The AUC is useful, since it provides a 
single, meaningful number that we can use to compare the 
performance of different detection strategies [3].

3.  Detection Techniques

In this section, we discuss the various techniques that 
are employed in the masquerade detection research 
considered in this paper. Specifically, we discuss hidden 
Markov models, one class na¨ıve Bayes, Kullback-
Leibler  divergence, and scoring methods based on these 
techniques.

3.1. Hidden Markov Model

A hidden Markov model (HMM) is a machine-learning 
technique that can be used to build a model based 
on a given sequence of input data. HMMs have been 
successfully applied to a wide variety of problems, 
including malware detection [16], [21]. In addition, 
HMMs have been extensively studied in the context of 
anomaly-based intrusion detection. Previous research has 
shown that when applying HMMs to the Schonlau dataset, 
attacks of length 30 or more are effectively detected [10].

An HMM is denoted as l = (A, B, p), where A is the state 
transition matrix for the underlying Markov process, B 
is the observation probability distribution matrix, and p 

is the initial state distribution matrix. All three of these 
matrices are row-stochastic, that is, each row meets the 
requirements of a discrete probability distribution.

The following notation is commonly used for HMMs 
[22]:
  T = length of the observation sequence
  N = number of states in the Markov model
  M = number of unique observation symbols
  Q = {q0; q1; : : : ; qN – 1} = the unique states
  V = {0; 1; : : : ; M – 1} = set of possible observations
  j = (j0; j1; : : : ; jT – 1) = observation sequence

Figure 2 illustrates the concept behind an HMM. Note that 
the hidden states of the underlying Markov process are 
represented by X0; X1; X2 ; : : : ; XT – 1. The A matrix drives 
the Markov process, while the B matrix probabilistically 
relates the hidden states to the observations. The region 
above the dashed line represents the “hidden” part of the 
HMM. For more details on HMMs, see, for  example [22].

For the research presented in this paper, we train 50 
HMMs, one for each user in the Schonlau dataset. Using 
these trained models, we compute scores on selected test 
data. After obtaining these baseline results, we experiment 
with Kullback-Leibler divergence to determine how best 
to improve on the baseline results.

3.2.  One Class Na¨ıve Bayes

One class na¨ıve Bayes (OCNB) is another learning 
algorithm that has been successfully applied to the 
masquerade detection problem. OCNB is a straightforward  
classifier derived from Bayes rule. Using OCNB, we can 
compute the probability that an instance x belongs to a 
class y. By using

P y x P y
P x

P y x P y
P x

P x yi
i

m
| | |( ) = ( )

( )
( ) = ( )

( ) ( )
=
’
1

where x = (x1; x2; : : : ; xm), we can determine the class y 
that maximizes the probability of a given observation x 
[24].

In this paper, OCNB is used to compare the probability 
of a command occurring in the test data to the probability 
of the same command occurring in a given user’s training 
data. We use these results to classify  whether a series 
of commands corresponds to an attack or not. Previous 
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research involving the Schonlau dataset has shown this 
technique to be effective at detecting attack sequences of 
length 50 or more [10].

Given a block B of 100 commands, we derive the vector 
[n1(B); n2(B); : : : ; nm(B)], where ni(B) is the number of 
times that command ci appears in the block B and m is 
the number of distinct commands [24]. For OCNB, the 
probability that the block B belongs to user y is computed 
as

P y B P y P c yi
n B

i

m
i| |( ) = ( ) ( ) ( )

=
’
1

(2)

where, since the priors are unknown, we let P(y) = 1.

The values P(ci| y) in (2) are derived from the training set 
for user y according to

P c y
n B

B T y a mi
B T y i|

| | |
( ) =

( ) +
◊ ( ) + ◊

( )Â e a (3)

where T(y) is the training set for user y (i.e., the self data). 
The parameter a is used to ensure that all commands have 
a non-zero probability. Following previous work [12], 
[26], here we have selected a = 0.01.

Note that in (2), the value ni(B) corresponds the block B 
that is to be tested against the training set. In contrast, in 
(3), the value of ni(B) is derived from the training set.

We can use (2) to compute a score as [24]

score(B) = –log P(y|B)

= – n B P c yi i
i

m
( ) ( )

=
Â log |
1

The higher the score in (4), the more anomalous the test 
block and hence the more likely it represents an attack. 
On the other hand, a score closer to 0 is indicative of a 
self block.

3.3. Kullback-Leibler Divergence

For two discrete probability distributions P and Q, the 
Kullback-Leibler (KL) divergence of Q from P is given 
by [24]

DKL (P||Q) = P i P i
Q i

( ) ( )
( )Â log

= - ( ) ( ) + ( ) ( )Â ÂP i Q i P i P i
i i

log log

KL divergence provides a means for distinguishing 
observations from different distributions [11]. KL 
divergence has been used for identifying anomalies in 
wireless signals [1], biomedical data [15], and network 
traffic [5], [13], among many other applications. In [24], 
KL divergence is applied in an attempt to improve on 
OCNB-based masquerade detection. Next, we consider 
the technique in [24] in more detail. 

In [24], a probabilistic padding identification (PPI) 
algorithm is used to distinguish padding commands from 
attack commands. This algorithm makes use of the KL 
divergence.

Let A and P represent the attack and padding portions, 
respectively, for a given block B. Let M represent the 
trained model corresponding to the padding P. Then, in 
general, P should match M more closely than A matches M.

In the PPI algorithm, we attempt to find subsets P̂; Â  Õ 
B, with P̂ » Â  = B and P̂ « Â  = f, such that DKL(P̂||M ) 
is “low” and DKL(Â ||M ) is “high”. That is, we want to 
partition B into P and A so that P closely matches M, 
while A does not.

For any putative choice of A and P, we compute a score 
for the partition as

Figure 2.  Hidden Markov process [22]
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We can use (2) to compute a score as [24]

score(B) = − logP (y|B)

= −
m∑
i=1

ni(B) logP (ci|y) (4)

The higher the score in (4), the more anomalous the test
block and hence the more likely it represents an attack.
On the other hand, a score closer to 0 is indicative of a
self block.

C. Kullback-Leibler divergence

For two discrete probability distributions P and Q,
the Kullback-Leibler (KL) divergence of Q from P is
given by [24]

DKL(P ||Q) =
∑
i

P (i) log
P (i)

Q(i)

= −
∑
i

P (i) logQ(i) +
∑
i

P (i) logP (i)

KL divergence provides a means for distinguish-
ing observations from different distributions [11]. KL
divergence has been used to identifying anomalies in
wireless signals [1], biomedical data [15], and network
traffic [5], [13], among many other applications. In [24],
KL divergence is applied in an attempt to improve on
OCNB-based masquerade detection. Next, we consider
the technique in [24] in more detail.

In [24], a probabilistic padding identification (PPI)
algorithm is used to distinguish padding commands from
attack commands. This algorithm makes use of the KL
divergence.

Let A and P represent the attack and padding por-
tions, respectively, for a given block B. Let M represent
the trained model corresponding to the padding P . Then,
in general, P should match M more closely than A
matches M .

In the PPI algorithm, we attempt to find subsets
P̂ , Â ⊆ B, with P̂ ∪ Â = B and P̂ ∩ Â = ∅, such
that DKL(P̂ ||M) is “low” and DKL(Â||M) is “high”.
That is, we want to partition B into P and A so that P
closely matches M , while A does not.

For any putative choice of A and P , we compute a
score for the partition as

|Dp −Da| =

∣∣∣∣∣
∑
i

|P̂ | log |P̂ |
|M |

−
∑
i

|Â| log |Â|
|M |

∣∣∣∣∣
where the notation |X| represents the number of elements
in the set X .

We have implemented and analyzed two versions of
the PPI algorithm, namely, an attack-first and a padding-
first version. These names refer to the initialization
process—in the attack-first case, we initialize A = B
and P = ∅, while in the padding-first case, we ini-
tialize A = ∅ and P = B. The attack-first strategy is
analyzed in [24], while the padding-first approach seems
like a logical strategy. We have implemented both and we
compare the results for HMM and OCNB based detectors
in Section IV.

As given in [24], for the attack-first PPI we deter-
mine A and P using Algorithm 1 which, in turn, uses
Algorithm 2. For the padding-first PPI we make the
obvious modification; see Algorithm 3.

Finally, given A and P , we compute a PPI score as

scorePPI(B) = −score(P )− β · score(A) (5)

where “score” is defined in (4) and β ≥ 1 is a weight.
Note that in [24], different values of β are selected for
different users so as to optimize detection rates. Here, for
simplicity we use a fixed value of β = 2 for all users.

D. Masquerade attacks
As in [24], we assume that the attacker has perfect

knowledge (including all details of the detection algo-
rithm), the detector is not poisoned (i.e., the detection
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where the notation |X| represents the number of elements 
in the set X.

We have implemented and analyzed two versions of the 
PPI algorithm, namely, an attack-first and a padding-first 
version. These names refer to the initialization process—
in the attack-first case, we initialize A = B and P = f, while 
in the padding-first case, we initialize A = f and P = B. 
The attack-first strategy is analyzed in [24], while the 
padding-first approach seems like a logical strategy. We 
have implemented both and we compare the results for 
HMM and OCNB based detectors in Section IV.

As given in [24], for the attack-first PPI we determine A 
and P using Algorithm 1 which, in turn, uses Algorithm 
2. For the padding-first PPI we make the obvious 
modification; see Algorithm 3.

Finally, given A and P, we compute a PPI score as

scorePPI (B) = – score(P) – b. score(A) (5)

where “score” is defined in (4) and b ≥ 1 is a weight. 
Note that in [24], different values of b are selected for 
different users so as to optimize detection rates. Here, for 
simplicity we use a fixed value of b = 2 for all users.

3.4. Masquerade Attacks

As in [24], we assume that the attacker has perfect 
knowledge (including all details of the detection 
algorithm), the detector is not poisoned (i.e., the detection

Algorithm 1 Attack-first PPI

Input: Block B, Model M

Output: Boolean vector C(i) = true if B(i) is padding
1: Initially C(i) ¨ false for all i

 2: for i = 1 to |B| do
 3: d– = DiffKL(C, B, M)
 4: C(i) ¨ true
 5: d– = DiffKL(C, B, M)
 6: if (d £ d) then

 7: C(i) ¨ false
 8: end if
 9: end for
 10: return P = commands B(i) such that C(i) is true

Algorithm 2 DiffKL

Input: Boolean vector C, block B, model M

Output: Difference of KL divergences

 1: Â  ¨ PDF of those B(i) such that C(i) is false

 2: P̂ ¨ PDF of those B(i) such that C(i) is true

 3: Da ¨ DKL(Â  |M|)

 4: Dp ¨ DKL(P̂ |M|)
 5: return |Dp – Da|

system is trained on attack-free data), and the attack 
sequence is contained within a single 100-command 
block. Also, we assume that each attack command can be 
placed at any location within the block.

Figure 3 illustrates an example of a masquerade,

Algorithm 3 Padding-first PPI

Input: Block B, Model M

Output: Boolean vector C(i) = true if B(i) is padding
 1: Initially C(i) ¨ false for all i
 2: for all B(i) in M, C(i) ¨ true
 3: d = DiffKL(C, B, M)
 4: for i = 1 to |B| do
 5: C(i) ¨ false
 6: d– = DiffKL (C, B, M)
 7: if (d < d–) then
 8: C(i) d– true
 9: end if
 10: end for
 11: return P = commands B(i) such that C(i) is true

or mimicry, attack. The boxed commands represent the 
attack and the unboxed commands are the padding.
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Figure 3.  Example of Mimicry Attack [24]Algorithm 1 Attack-first PPI
Input: Block B, Model M
Output: Boolean vector C(i) = true if B(i) is padding

1: Initially C(i) ← false for all i
2: for i = 1 to |B| do
3: d̄ = DiffKL(C,B,M)
4: C(i) ← true
5: d = DiffKL(C,B,M)
6: if (d ≤ d̄) then
7: C(i) ← false
8: end if
9: end for

10: return P = commands B(i) such that C(i) is true

Algorithm 2 DiffKL
Input: Boolean vector C, block B, model M
Output: Difference of KL divergences

1: Â ← PDF of those B(i) such that C(i) is false
2: P̂ ← PDF of those B(i) such that C(i) is true
3: Da ← DKL(Â||M)
4: Dp ← DKL(P̂ ||M)
5: return |Dp −Da|

system is trained on attack-free data), and the attack
sequence is contained within a single 100-command
block. Also, we assume that each attack command can
be placed at any location within the block.

Figure 3 illustrates an example of a masquerade,

Algorithm 3 Padding-first PPI
Input: Block B, Model M
Output: Boolean vector C(i) = true if B(i) is padding

1: Initially C(i) ← false for all i
2: for all B(i) in M , C(i) ← true
3: d = DiffKL(C,B,M)
4: for i = 1 to |B| do
5: C(i) ← false
6: d̄ = DiffKL(C,B,M)
7: if (d < d̄) then
8: C(i) ← true
9: end if

10: end for
11: return P = commands B(i) such that C(i) is true

or mimicry, attack. The boxed commands represent the
attack and the unboxed commands are the padding.

Fig. 3. Example of mimicry attack [24]

To test the performance of the HMM and OCNB-
based systems analyzed here, masquerade attacks were
generated for each user. We have used commands from
other users as attack data. For each user, 50 attack
blocks were generated for each of the attack lengths
10, 20, 30, . . . , 100, with the attack commands randomly
distributed throughout the block. Therefore, the perfor-
mance of each technique was tested on a total of 500
attack blocks.

IV. EXPERIMENTAL RESULTS

In this section, we present detailed test results for the
performance of our HMM and OCNB based masquerade
detection systems (MDS). We have performed tests using
both the HMM and OCNB for each of the following three
cases:

• No probabilistic padding identification (PPI)

• Padding-first PPI

• Attack-first PPI

In addition, for the PPI tests, we experimented with
different scoring methods. For all experiments, our per-
formance measure is the area under the curve (AUC) of
ROC curves, as discussed in Section II-C. For the sake
of brevity, we only include selected results in this paper;
additional experimental results can be found in [25].

We generate attack blocks as described in Sec-
tion III-D. That is, for each user 50 attack blocks were
generated for each attack length

|A| ∈ {10, 20, 30, . . . , 100}.

Recall that all blocks B are of length 100, and hence for
each experiment, the padding P satisfies |P | = 100−|A|.

To test the performance in the “no PPI” case, the
attack blocks were directly scored against the appropriate
trained model (HMM and OCNB). These results provide

To test the performance of the HMM and OCNB-
based systems analyzed here, masquerade attacks were 
generated for each user. We have used commands from 
other users as attack data. For each user, 50 attack blocks 
were generated for each of the attack lengths 10, 20, 30, . 
. . ; 100, with the attack commands randomly distributed 
throughout the block. Therefore, the performance of each 
technique was tested on a total of 500 attack blocks.

4. Experimental Results

In this section, we present detailed test results for the 
performance of our HMM and OCNB based masquerade 
detection systems (MDS). We have performed tests using 
both the HMM and OCNB for each of the following three 
cases:

∑ No probabilistic padding identification (PPI)
∑ Padding-first PPI
∑ Attack-first PPI

In addition, for the PPI tests, we experimented with 
different scoring methods. For all experiments, our 
performance measure is the area under the curve (AUC) 
of ROC curves, as discussed in Section 2.3. For the sake 
of brevity, we only include selected results in this paper; 
additional experimental results can be found in [25].

We generate attack blocks as described in Section 3.4. 
That is, for each user 50 attack blocks were generated for 
each attack length

|A| Œ {10, 20, 30, . . . , 100}.

Recall that all blocks B are of length 100, and hence for 
each experiment, the padding P satisfies |P| = 100 – |A|.

To test the performance in the “no PPI” case, the attack 
blocks were directly scored against the appropriate 

trained model (HMM and OCNB). These results provide a 
baseline against which we can compare the performance of 
the PPI-based approaches. Recall that the PPI techniques 
employ Kullback-Leibler divergence.

To analyze the performance of padding-first and attack-
first PPI, the attack blocks were first put through the 
appropriate PPI, which yields putative attack and padding 
subsequences for each block. These sequences were then 
scored using the score in (5).

Before we present our MDS results, we first consider the 
success of the PPI approaches at separating the padding 
and attack commands from a given masquerade attack 
block. These results appear in the next section.

4.1. PPI Comparison

The graph in Figure 4 provides a direct comparison of the 
accuracy of padding-first PPI and attack-first PPI. These 
results are based on the identification of attack data and 
padding data in blocks, with accuracy determined using 
the formula in (1). In the Schonlau dataset, it is known 
that some users’ behavior is easier to model than others—
the “hard,” “easy,” and “intermediate” cases in Figure 4 
represent users that have proven hard, easy, and average 
to model. Specifically, users 47, 49, and 1 were used for 
the hard, easy, and intermediate cases, respectively, with 
the attacks selected from users 2 and 3 data in each case. 
Also, 100 attacks were tested for each case (easy, hard, 
intermediate) for each attack of length 10, 20, 30, 40, 50, 
60, 70, 80, 90, and 100.

Figure 4.  Accuracy of Padding-first and 
Attack-first PPI

a baseline against which we can compare the perfor-
mance of the PPI-based approaches. Recall that the PPI
techniques employ Kullback-Leibler divergence.

To analyze the performance of padding-first and
attack-first PPI, the attack blocks were first put through
the appropriate PPI, which yields putative attack and
padding subsequences for each block. These sequences
were then scored using the score in (5).

Before we present our MDS results, we first consider
the success of the PPI approaches at separating the
padding and attack commands from a given masquerade
attack block. These results appear in the next section.

A. PPI comparison

The graph in Figure 4 provides a direct comparison
of the accuracy of padding-first PPI and attack-first PPI.
These results are based on the identification of attack data
and padding data in blocks, with accuracy determined
using the formula in (1). In the Schonlau dataset, it is
known that some users’ behavior is easier to model than
others—the “hard,” “easy,” and “intermediate” cases in
Figure 4 represent users that have proven hard, easy,
and average to model. Specifically, users 47, 49, and 1
were used for the hard, easy, and intermediate cases,
respectively, with the attacks selected from users 2 and 3
data in each case. Also, 100 attacks were tested for
each case (easy, hard, intermediate) for each attack of
length 10, 20, 30, 40, 50, 60, 70, 80, 90, and 100.

Fig. 4. Accuracy of padding-first and attack-first PPI

From Figure 4 we see that neither the attack-first PPI
nor the padding-first PPI appears to have a significant
adavantage. However, below we see that when scoring
blocks, the padding-first PPI generally outperforms the
attack-first PPI by a significant margin.

B. HMM results

In this section we consider an HMM-based MDS. We
compare results obtained when no PPI is used to those
obtained using the padding-first PPI and attack-first PPI.

We first score the attack blocks for each user and
each attack length using HMMs trained for the appro-
priate user. The resulting scores are compared to scores
obtained on self blocks.

These experiments were then repeated with padding-
first PPI applied to each masquerade attack block, with
the scores computed using (5). Finally, we repeated this
latter experiment using the attack-first PPI.

In Figure 5 we present ROC curves comparing these
three different HMM-based approaches (no PPI, padding-
first PPI and attack-first PPI). Figure 5 (a) gives results
for attack length 10, while Figure 5 (b) gives the ROC
comparison for attack length 30. These results indicate
that none of the three methods succeeds at detecting
attacks of length 10 at a rate significantly better than
guessing. On the other hand, the results for attack
length 30 show that padding-first PPI yields a slight
improvement.

Figure 6 shows the AUC comparison for the no PPI,
padding-first PPI and attack-first PPI cases for each
attack length tested. From these results, we see that for
the HMM-based detector under consideration, padding-
first PPI shows improved detection rates for attacks of
length about 25 or more. In contrast, the attack-first PPI-
based HMM detection rates are lower than the rates
obtained using no PPI for all attack lengths. See [25]
for additional HMM results.

C. OCNB results

In this section we consider an OCNB-based MDS.
As in the previous section, we compare results obtained
when no PPI is used with results for the padding-first
PPI and attack-first PPI.

Figure 7 (a) shows the ROC comparison for attacks
of length 10, while Figure 7 (b) gives results for attack
length 30. As in the HMM case, for attack length 10
the detection rates are essentially equivalent to flipping
a coin. However, for attacks of length 30, padding-first
PPI achieves about a 50% improvement over the no PPI
detection rate.

Figure 8 shows the AUC comparison for no PPI,
padding-first PPI, and attack-first PPI using OCNB. For
attack lengths of 30 or more, the padding-first PPI shows
significant improvement in detection rate, whereas the
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From Figure 4 we see that neither the attack-first PPI 
nor the padding-first PPI appears to have a significant 
advantage. However, below we see that when scoring 
blocks, the padding-first PPI generally outperforms the 
attack-first PPI by a significant margin.

4.2. HMM Results

In this section we consider an HMM-based MDS. We 
compare results obtained when no PPI is used to those 
obtained using the padding-first PPI and attack-first PPI.

We first score the attack blocks for each user and each 
attack length using HMMs trained for the appropriate 
user. The resulting scores are compared to scores obtained 
on self blocks.

These experiments were then repeated with padding-first 
PPI applied to each masquerade attack block, with the 
scores computed using (5). Finally, we repeated this latter 
experiment using the attack-first PPI.

In Figure 5 we present ROC curves comparing these 
three different HMM-based approaches (no PPI, padding-
first PPI and attack-first PPI). Figure 5 (a) gives results 
for attack length 10, while Figure 5 (b) gives the ROC 
comparison for attack length 30. These results indicate that 
none of the three methods succeeds at detecting attacks of 
length 10 at a rate significantly better than guessing. On 
the other hand, the results for attack length 30 show that 
padding-first PPI yields a slight improvement.

Figure 6 shows the AUC comparison for the no PPI, 
padding-first PPI and attack-first PPI cases for each 
attack length tested. From these results, we see that for the 
HMM-based detector under consideration, padding-first 
PPI shows improved detection rates for attacks of length 
about 25 or more. In contrast, the attack-first PPIbased

HMM detection rates are lower than the rates obtained 
using no PPI for all attack lengths. See [25] for additional 
HMM results.

4.3. OCNB Results

In this section we consider an OCNB-based MDS. As in 
the previous section, we compare results obtained when 
no PPI is used with results for the padding-first PPI and 
attack-first PPI.

Figure 7 (a) shows the ROC comparison for attacks of 
length 10, while Figure 7 (b) gives results for attack 
length 30. As in the HMM case, for attack length 10 
the detection rates are essentially equivalent to flipping 
a coin. However, for attacks of length 30, padding-first 
PPI achieves about a 50% improvement over the no PPI 
detection rate.

Figure 8 shows the AUC comparison for no PPI, padding-
first PPI, and attack-first PPI using OCNB. For attack 
lengths of 30 or more, the padding-first PPI shows 
significant improvement in detection rate, whereas the 
detection rates of attack-first PPI for any attack length is 
lower than OCNB with no PPI. See [25] for additional 
OCNB results.

  Figure 5.  HMM: ROC Comparisons

(a) |A| = 10 (b) |A| = 30

Fig. 5. HMM: ROC comparisons

Fig. 6. HMM: AUC comparison

detection rates of attack-first PPI for any attack length is
lower than OCNB with no PPI. See [25] for additional
OCNB results.

D. Discussion

The results in Figure 6 show that for our HMM-
based MDS, the padding-first PPI generally offers a
slight improvement over no PPI for attack lengths greater
than 10. From Figure 8, we see that for our OCNB-based
MDS, the padding-first PPI is again superior, and in this
case, the improvement is more significant. For OCNB,
the attack-first PPI performs poorly in all cases.

A comparison of Figures 6 and 8 shows that HMMs
yield superior results to OCNB in every case. Conse-
quently, the overall value of using PPI appears to be very
limited, since an HMM-based detector with no PPI can
achieve equivalent or better results than OCNB with PPI.
In addition, PPI offers only a modest improvement when
using HMMs. It is interesting that the authors of [24]
chose to study PPI in the context of OCNB-based detec-

tion, where the relative improvement is large. However,
in comparison to other more sophisticated strategies such
as HMMs, the relative improvement of PPI appears to
be much less pronounced. Nevertheless, even relatively
small improvements in detection can be significant in the
challenging field of masquerade detection.

V. CONCLUSIONS AND FUTURE WORK

In this paper, we considered masquerade detection
systems based on hidden Markov model (HMM) anal-
ysis and one class naı̈ve Bayes (OCNB). For both, we
experimented with two types of probabilistic padding
identification (PPI), namely, attack-first and padding-
first. The purpose of the PPI is to separate attack com-
mands from padding commands, and thereby improve
the scoring results. These PPI approaches both rely on
Kullback-Leibler (KL) divergence. The attack-first PPI
has been analyzed in previous research [24], while the
padding-first PPI is appears to be new. Our experiments
were conducted using the Schonlau dataset of UNIX
commands, which has formed the basis for a large
volume of published masquerade detection research.

For both PPI algorithms, we measured the detection
rates of the HMM and OCNB-based masquerade detec-
tion systems for attack lengths ranging between 10%
to 100% of the block length. Our results indicate that
padding-first PPI is of significant value for OCNB-based
detection, but of more limited value for HMM-based
detection. In addition, our HMM-based detectors with
no PPI generally performed better than OCNB-based
detectors with PPI.

The research in this paper was limited to HMM and
OCNB-based masquerade detection. This work could
easily be extended to other related techniques, such
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Figure 6.  HMM: AUC Comparison

(a) |A| = 10 (b) |A| = 30

Fig. 5. HMM: ROC comparisons

Fig. 6. HMM: AUC comparison

detection rates of attack-first PPI for any attack length is
lower than OCNB with no PPI. See [25] for additional
OCNB results.

D. Discussion

The results in Figure 6 show that for our HMM-
based MDS, the padding-first PPI generally offers a
slight improvement over no PPI for attack lengths greater
than 10. From Figure 8, we see that for our OCNB-based
MDS, the padding-first PPI is again superior, and in this
case, the improvement is more significant. For OCNB,
the attack-first PPI performs poorly in all cases.

A comparison of Figures 6 and 8 shows that HMMs
yield superior results to OCNB in every case. Conse-
quently, the overall value of using PPI appears to be very
limited, since an HMM-based detector with no PPI can
achieve equivalent or better results than OCNB with PPI.
In addition, PPI offers only a modest improvement when
using HMMs. It is interesting that the authors of [24]
chose to study PPI in the context of OCNB-based detec-

tion, where the relative improvement is large. However,
in comparison to other more sophisticated strategies such
as HMMs, the relative improvement of PPI appears to
be much less pronounced. Nevertheless, even relatively
small improvements in detection can be significant in the
challenging field of masquerade detection.

V. CONCLUSIONS AND FUTURE WORK

In this paper, we considered masquerade detection
systems based on hidden Markov model (HMM) anal-
ysis and one class naı̈ve Bayes (OCNB). For both, we
experimented with two types of probabilistic padding
identification (PPI), namely, attack-first and padding-
first. The purpose of the PPI is to separate attack com-
mands from padding commands, and thereby improve
the scoring results. These PPI approaches both rely on
Kullback-Leibler (KL) divergence. The attack-first PPI
has been analyzed in previous research [24], while the
padding-first PPI is appears to be new. Our experiments
were conducted using the Schonlau dataset of UNIX
commands, which has formed the basis for a large
volume of published masquerade detection research.

For both PPI algorithms, we measured the detection
rates of the HMM and OCNB-based masquerade detec-
tion systems for attack lengths ranging between 10%
to 100% of the block length. Our results indicate that
padding-first PPI is of significant value for OCNB-based
detection, but of more limited value for HMM-based
detection. In addition, our HMM-based detectors with
no PPI generally performed better than OCNB-based
detectors with PPI.

The research in this paper was limited to HMM and
OCNB-based masquerade detection. This work could
easily be extended to other related techniques, such

4.4. Discussion

The results in Figure 6 show that for our HMM-based 
MDS, the padding-first PPI generally offers a slight 
improvement over no PPI for attack lengths greater than 
10. From Figure 8, we see that for our OCNB-based 
MDS, the padding-first PPI is again superior, and in this 
case, the improvement is more significant. For OCNB, the 
attack-first PPI performs poorly in all cases.

A comparison of Figures 6 and 8 shows that HMMs yield 
superior results to OCNB in every case. Consequently, 
the overall value of using PPI appears to be very limited, 
since an HMM-based detector with no PPI can achieve 
equivalent or better results than OCNB with PPI. In 
addition, PPI offers only a modest improvement when 
using HMMs. It is interesting that the authors of [24] chose 

to study PPI in the context of OCNB-based detection, 
where the relative improvement is large. However, in 
comparison to other more sophisticated strategies such 
as HMMs, the relative improvement of PPI appears to 
be much less pronounced. Nevertheless, even relatively 
small improvements in detection can be significant in the 
challenging field of masquerade detection.

5. Conclusions and Future Work

In this paper, we considered masquerade detection systems 
based on hidden Markov model (HMM) analysis and one 
class na¨ıve Bayes (OCNB). For both, we experimented 
with two types of probabilistic padding-first identification 
(PPI), namely, attack-first and paddingfirst. The purpose 
of the PPI is to separate attack commands from padding 
commands, and thereby improve the scoring results. 
These PPI approaches both rely on Kullback-Leibler 
(KL) divergence. The attack-first PPI has been analyzed 
in previous research [24], while the padding-first PPI 
is appears to be new. Our experiments were conducted 
using the Schonlau dataset of UNIX commands, which 
has formed the basis for a large volume of published 
masquerade detection research.

For both PPI algorithms, we measured the detection rates 
of the HMM and OCNB-based masquerade detection 
systems for attack lengths ranging between 10% to 100% 
of the block length. Our results indicate that padding-first 
PPI is of significant value for OCNB-based detection, 
but of more limited value for HMM-based detection. In 
addition, our HMM-based detectors with no PPI generally 
performed better than OCNB-based detectors with PPI.

Figure 7.  OCNB: ROC Comparisons

(a) |A| = 10 (b) |A| = 30

Fig. 7. OCNB: ROC comparisons

Fig. 8. OCNB: AUC comparison

as support vector machines [20]. The attack-first PPI
and padding-first PPI algorithms considered here are the
extreme cases. It is possible that better results would
be obtained by an initialization scheme that includes an
appropriate mixture of attack and padding commands.
In addition, a hill climb-based PPI strategy could be
considered.

The test case considered here was UNIX commands,
but the same techniques could be applied to other ex-
amples of user behavior-based data, such as keyboard
dynamics, mouse movements, and so on. More gener-
ally, the techniques considered here could be applied to
intrusion detection problems other than the masquerade
detection problem considered here.

Finally, further research should be conducted to de-
termine whether there are improved attacks that can
better evade the systems analyzed here. If such attack
strategies are found, those results could, in turn, be used
to strengthen statistical-based masquerade detectors.
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The research in this paper was limited to HMM and 
OCNB-based masquerade detection. This work could 
easily be extended to other related techniques, such

Figure 8.  OCNB: AUC Comparison
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Fig. 7. OCNB: ROC comparisons

Fig. 8. OCNB: AUC comparison

as support vector machines [20]. The attack-first PPI
and padding-first PPI algorithms considered here are the
extreme cases. It is possible that better results would
be obtained by an initialization scheme that includes an
appropriate mixture of attack and padding commands.
In addition, a hill climb-based PPI strategy could be
considered.

The test case considered here was UNIX commands,
but the same techniques could be applied to other ex-
amples of user behavior-based data, such as keyboard
dynamics, mouse movements, and so on. More gener-
ally, the techniques considered here could be applied to
intrusion detection problems other than the masquerade
detection problem considered here.

Finally, further research should be conducted to de-
termine whether there are improved attacks that can
better evade the systems analyzed here. If such attack
strategies are found, those results could, in turn, be used
to strengthen statistical-based masquerade detectors.
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as support vector machines [20]. The attack-first PPI 
and padding-first PPI algorithms considered here are 
the extreme cases. It is possible that better results would 
be obtained by an initialization scheme that includes an 
appropriate mixture of attack and padding commands.

In addition, a hill climb-based PPI strategy could be 
considered.

The test case considered here was UNIX commands, but 
the same techniques could be applied to other examples 
of user behavior-based data, such as keyboard dynamics, 
mouse movements, and so on. More generally, the 
techniques considered here could be applied to intrusion 
detection problems other than the masquerade detection 
problem considered here.

Finally, further research should be conducted to determine 
whether there are improved attacks that can better evade 
the systems analyzed here. If such attack strategies are 
found, those results could, in turn, be used to strengthen 
statistical-based masquerade detectors.
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