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The Internet connects hundreds of millions
of computers   across the world running on
multiple ha rdw are and software platforms pr
o v i d i n g communication and commercial services.
However, this interconnectivity among computers
also  enables malicious users to misuse resources and
mount Internet attacks. Continuously developing
Internet attacks poses a severe challenge to develop
a flexible, adaptive security  oriented  methods.
Now a  day  most  of commercially available
intrusion detection systems are signature  based.
These  systems  perform  well  in detecting known
attacks whose signature resides in the database. Such
systems require frequent rule-base updates and
signature updates, and are not capable of detecting
unknown attacks. For detection of known and zero day
unknown attacks, anomaly based network intrusion
detection  systems  are  best  approaches. Anomaly
based techniques are conceptually very attractive
but many problems remains to be solved before
being adapted widely. Problems including false alarm
rate, detection accuracy and failure to scale high speed
etc. still need to be solved. In this text, we review
Artificial  Intelligence  based  intrusion  detection
techniques.
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1. Introduction

Information   access through   Internet provides intruders
various ways of attacking a computer system. More and more
organizations have become vulnerable due to intrusion of
cyber attackers which compromise the security objectives of
their network. There are five security objectives: first security
objective is the Availability—it protects the system against
intentional or accidental attempts to deny legitimate users
access to information or systems. Second security objective is
the Integrity of Data or Systems—it ensures the un-alteration of
data  in  any  unauthorized manner. Third objective is
Confidentiality of Data or Systems—it ensures the protection
of information against unauthorized access or use. Fourth
objective is Accountability—it ensures the necessary control to
trace actions to their source. Accountability directly supports
non-repudiation, deterrence, intrusion prevention, security
monitoring, recovery, and legal admissibility of records. Last
security objective is the Assurance—it ensures the confidence
that technical and operational security measures work as
intended. Assurance highlights the notion that secure systems
provide  the  intended  functionality  while  preventing
undesired actions [1].

An intrusion or computer attack can be defined as "any set of
actions that attempt to compromise the security objectives".
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